Consent to the processing of personal data for the purposes
of participating in a painting competition for young children

and for displaying the winners” pictures on the webpage www.eden-iss.net

The Deutsches Zentrum fir Luft- und Raumfahrt e. V. (DLR), German Aerospace Center,
carries out a painting competition for young children of age 6 to 12 years.

You would like your child to participate in this competition you have to declare your consent
to the processing of personal data in the way described in more detail hereafter.

If you do not agree with the processing of the personal data linked to the participation of your
child in the competition, your child will not be able to participate in the competition.

DLR is subject to the provisions of applicable laws on protection of personal data. This is the
EU General Data Protection Regulation (GDPR) (see https://gdpr-info.eu/), the German
Federal Personal Data Protection Act ("BDSG") and, if applicable, other data protection
standards in special laws. DLR has taken all technical and organizational measures to
ensure that the regulations and laws of protection of personal data are observed.

1. Scope of the processing of personal data by DLR and others

DLR, its IT service providers as well as Dr. Barbara Imhof, LIQUIFER Systems Group GmbH,
Obere Donaustrasse 97-99/1/62, 1020 Vienna, Austria, will process the following personal
data as described in more detail below:

e Your child’s Christian name and family name

e Your child’s age

e Physical address of residence

e Address for sending the awards or the thanks for participation to.
e Country of residence

2. Purposes for processing of personal data

The child’s Christian and family name and address details are needed to be able to send the
awards and the thanks for participation in the competition to.

The data on its age, city, country is required for displaying the picture on the website
(www.eden-iss.net) through Dr. Barbara Imhof from LIQUIFER Systems Group GmbH.

3. Duration of processing of personal data, date of their deletion
DLR will delete all personal data after the competition being terminated on 15 March 2019.

Dr. Barbara Imhof from LIQUIFER Systems Group GmbH will need the data on children’s
Christian and family names, city of residence, country of residence, for displaying the
winner’s pictures on the webpage www.eden-iss.net on the internet. These personal data will
be deleted on 20 December 2019.

4. Access to personal data by third parties, transmission of data to third parties, third
country transmission



Only DLR and Dr. Barbara Imhof, LIQUIFER Systems Group GmbH, Obere Donaustrasse
97-99/1/62, 1020 Vienna, Austria, as well as their respective IT service providers for
computer system administration have access to the personal data.

Both, DLR and LIQUIFER Systems Group GmbH, have concluded contracts for contracted
data processing which oblige their respective IT service providers to comply with the
requirements of the applicable laws and regulations on protection of personal data and which
foresee control rights for DLR and LIQUIFIER Systems Group GmbH to ensure that the IT
service providers comply with these requirements.

A transfer of the data to other third parties (Article 4 No. 10 GDPR) does not take place,
unless you agree to this.

A transfer of personal data to state institutions and state authorities is only made within the
scope of statutory provisions.

All data is stored on servers or computers within the European Union, a transfer of personal
data to a third countries does not take place and is not intended.

5. Legal bases for data processing

The processing of the personal data for the purposes as described above is made on the
basis of your consent, i. e. on the basis of Article 6 (1) (a) GDPR on the one hand, and on
the other hand on the basis of the contract for participation of your child in the competition, i.
d. on the basis of Art. 6 (1) (b) GDPR.

6. Name and address of the controller

The controllers in the meaning of the General Data Protection Regulation, other national data
protection laws in the Member States and related data protection regulations is:

a. Deutsches Zentrum fiir Luft- und Raumfahrt e. V. (DLR)
Linder Héhe

51147 Cologne

Germany

Telephone: +49 2203 601-0

Email: datenschutz@dir.de

WWW: https://www.dIr.de

Name and address of DLR’s data protection officer
The controller's appointed data protection officer is:

Uwe Gorschiitz, Deutsches Zentrum fir Luft- und Raumfahrt e. V., Linder Hohe, 51147
Cologne
Email: datenschutz@dlr.de

b. LIQUIFER Systems Group GmbH
Obere Donaustrasse 97-99/1/62
1020 Vienna

Austria

Tel: +4312188505

Email: office@liquifer.com

WWW: https://www.liquifer.com/



Name and address of LIQUIFER Systems Groups GmbH’s data protection officer

Dr. Barbara Imhof, Obere Donaustrasse 97-99/1/62; 1020 Vienna; Austria;
office@liquifer.com

| consent to the participation of my child in the painting competition and therefore
consent to the processing of the personal data to the extent and for the purposes set
out above. | have read the following information about the rights according to the laws
and regulations on the protection of personal data.

Signature:

Printed Name:

Please fill in in block letters:

Your child’s Christian name:

Your child’s family name:

Your child’s age:

Physical address of your child’s residence:

If you wish a different address for sending the awards or the thanks for participation to,
please fill in accordingly:

Country of residence:




7. Rights of the data subject

Where personal data concerning your child is processed, your child is the data subject as
defined in the EU General Data Protection Regulation (GDPR) and you have the following
rights with respect to the controller. For the exercise of these rights, please contact the in. 6
specified location.

a) Right to information

You have the right to obtain from the controller confirmation of whether personal data
concerning you is processed by us.

Where such processing takes place, you have the right to obtain the following information
from the controller:

o the purposes for which the personal data is processed;
o the categories of personal data that is processed;

o the recipients, or categories of recipients to whom the personal data relating to you
has been or will be disclosed:;

o the planned duration of storage of the personal data concerning you, or the criteria
applied to defining the duration of storage if precise information in this regard is not
available;

o the existence of a right to correction or deletion of the personal data concerning you,
the right to restrict processing by the controller or the right to object to this processing;

o the right to lodge a complaint with a supervisory authority;

» all information available concerning the origins of the data if the personal data was
not collected from the data subject;

o the existence of an automated decision-making process, including profiling, according
to Art. 22 paragraphs 1 and 4 of the GDPR and — at least in these cases — meaningful
information on the logic and implications involved, as well as on the intended effects
of this kind of processing on the data subject;

e You also have the right to obtain information on whether the personal data
concerning you has or will be transferred to a third country or to an international
organisation. In this regard, you are entitled to request information on the appropriate
guarantees in place with regard to this processing in accordance with Art. 46 of the
GDPR.

The controller will provide a copy of the personal data that is subject to processing. Where
you request additional copies, the controller is entitled to charge an appropriate fee based on
administrative costs. If you place the application by electronic means, the information will be
made available in a standard electronic format, except where otherwise specified by you.
The right to receive a copy in accordance with paragraph 3 of this section must not adversely
affect the rights and freedoms of other persons.
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b) Right to correction

As a data subject, you have the right to request from the controller the correction of
inaccurate personal data concerning you without undue delay. Taking into account the
purposes of the processing, you have the right to have incomplete personal data completed,
including by means of providing a supplementary statement.

¢) Right to limit processing

You have the right to request from the controller restriction of processing of personal data
concerning you under the following conditions:

e where the accuracy of the personal data is contested by you, for a period enabling
the controller to verify the accuracy of the personal data;

o the processing is unlawful and you oppose the deletion of the personal data, and
instead request the restriction of its use;

o the controller no longer needs the personal data for the purposes of the processing,
but it is required by you for the establishment, exercise or defence of legal claims; or

o if you have objected to processing pursuant to Art. 21, paragraph 1, of the GDPR,
pending the verification of whether the legitimate reasons of the controller override
your reasons.

Where processing of the personal data concerning you has been restricted, such personal
data shall, with the exception of storage, only be processed with your consent or for the
establishment, exercise or defence of legal claims or for the protection of the rights of
another natural or legal person or for reasons of important public interest of the Union or of a
Member State.

Where you have obtained restriction of processing under the conditions set out above, you
will be informed by the controller before the restriction of processing is lifted.

d) Right to deletion

Obligation to delete

You have the right to request the controller to delete personal data concerning you without
undue delay, and the controller will be obliged to delete personal data immediately where
one of the following grounds applies:

o the personal data is no longer necessary in relation to the purposes for which it was
collected or otherwise processed;

» you withdraw consent on which the processing is based according to part (a) of Art. 6,
paragraph 1, or part (a) of Art. 9, paragraph 2 of the GDPR, and there is no other
legal basis for the processing;



e you object to the processing pursuant to Art. 21, paragraph 1 of the GDPR and there
are no overriding legitimate grounds for the processing, or you object to the
processing pursuant to Art. 21, paragraph 2 of the GDPR,;

o the personal data concerning you has been unlawfully processed;

e the personal data has to be deleted to comply with a legal obligation under a
Union or Member State law to which the controller is subject;

e The personal data concerning you has been collected in relation to the offer of
information society services referred to in Art. 8, paragraph 1 of the GDPR.
Information to third parties

Information to third parties

Where the controller has made the personal data concerning you public and is obliged
pursuant to Art. 17, paragraph 1 of the GDPR to delete the personal data, the controller,
taking account of available technology and the cost of implementation, is required to take
reasonable steps, including technical measures, to inform controllers who are processing the
personal data that you have requested to be deleted by such controllers, as well as any links
to, copies or replications of such personal data.

Exceptions

The right to deletion does not apply to the extent that processing is necessary:
o for exercising the right of freedom of expression and information;

o for compliance with a legal obligation under Union or Member State law to which the
controller is subject or for the performance of tasks carried out in the public interest or
in the exercise of official authority vested in the controller;

o for reasons of public interest in the area of public health in accordance with parts (h)
and (i) of Art. 9, paragraph 2 and Art. 9, paragraph 3 of the GDPR;

o for archiving purposes in the public interest, for scientific or historical research
purposes or for statistical purposes in accordance with Art. 89, paragraph 1 of the
GDPR, insofar as the rights referred to in section (a) are likely to render impossible or
seriously impair the achievement of the objectives of that processing; or

o for the establishment, exercise or defence of legal claims.
e) Right to notification

Where you have exercised the right to correction, deletion or restriction of processing with
the data controller, the data controller shall be obliged to notify all recipients to whom the
personal data concerning you was disclosed of this correction or deletion of data or of the
restriction of processing, except where compliance proves to be impossible or is associated
with a disproportionate effort.

In addition, you are entitled to require that the data controller inform you about these
recipients.



f) Right to data portability

You have the right to receive the personal data concerning you, which you have provided to
the controller, in a structured, commonly used and machine-readable format and have the
right to transfer that data to another controller without hindrance from the controller to which
the personal data have been provided, where:

o the processing is based on consent pursuant to part (a) of Article 6, paragraph 1 or
part (a) of Article 9, paragraph 2 of the GDPR or in a contract pursuant to part (b) of
Art. 6, paragraph 1 of the GDPR; and

e the processing is carried out by automated means.

In exercising your right to data portability, you have the right to have the personal data
concerning you transmitted directly from one controller to another, where technically feasible.
This must not adversely affect the rights and freedoms of other persons.

The right to data portability does not apply to processing that is necessary for the
performance of a task carried out in the public interest or in the exercise of official authority
vested in the controller.

g) Right to object

You have the right to object, at any time, on grounds relating to your particular
situation, to the processing of personal data concerning you, which is based on parts
(e) or (f) of Art. 6, paragraph 1 of the GDPR; this includes profiling based on those
provisions.

The controller shall no longer process the personal data concerning you, unless the
controller demonstrates compelling legitimate grounds for the processing which
override your interests, rights and freedoms or for the establishment, exercise or
defence of legal claims.

Where personal data concerning you is processed for direct marketing purposes, you
have the right to object, at any time, to the processing of personal data concerning
you for the purpose of such marketing. This applies also to profiling to the extent that
it is related to such direct marketing.

Where you object to processing for direct marketing purposes, the personal data will
no longer be processed for such purposes.

In the context of the use of information society services, and notwithstanding directive
2002/58/EC, you may exercise your right to object by automated means that use
technical specifications.

Where personal data is processed for scientific or historical research purposes or for
statistical purposes pursuant to Art. 89, paragraph 1 of the GDPR, you have the right,
on grounds relating to your particular situation, to object to processing of personal
data concerning you, except where the processing is necessary for the performance
of a task carried out for reasons of public interest.



Should you wish to exercise your right to withdraw consent or to object, please send
an email to datenschutz@dir.de.

h) Right to withdraw consent pursuant to Art. 7, paragraph 3 of the GDPR

You have the right to withdraw your consent to the processing of data at any time, with future
effect. In the event that you withdraw consent, we will delete the data concerned
immediately, except where processing can be based on legal grounds that do not require
consent. The withdrawal of consent will not affect the lawfulness of processing carried out
prior to withdrawal of consent.

i) Automated individual decision-making, including profiling

You have the right not to be subject to a decision based solely on automated processing,
including profiling, which produces legal effects for you or similarly significantly affects you.

This does not apply if the decision:

e is necessary for entering into, or performance of, a contract between you and the
data controller;

e is authorised by Union or Member State law to which the controller is subject and
which also contains suitable measures to safeguard your rights, freedoms and
legitimate interests; or

e is based on your explicit consent.

However, these decisions must not be based on special categories of personal data referred
to in Art 9, paragraph 1 of the GDPR, unless parts (a) or (g) of Art. 9, paragraph 2 of the
GDPR applies and suitable measures to safeguard your rights, freedoms and legitimate
interests are in place.

In the cases referred to in parts (1) and (3), the data controller is required to implement
suitable measures to safeguard your rights, freedoms and legitimate interests, including at
least the right to obtain human intervention on the part of the controller, to express your own
point of view and to contest the decision.

J) Right to lodge a complaint with a supervisory authority

Without prejudice to any other administrative or judicial remedy, you have the right to lodge a
complaint with a supervisory authority, in particular in the Member State of your normal
residence, you place of work or the place of the alleged infringement, if you consider that the
processing of personal data relating to you infringes the GDPR.

The supervisory authority with which the complaint has been lodged is required to inform the
complainant on the progress and the outcome of the complaint, including the possibility of a
judicial remedy pursuant to Article 78.



